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1. PURPOSE

This Regulation directs the University to wards the sound management, longevity and
optimization of its information technology (IT) assets, in compliance with Québec’s Act
respecting the governance and management of the information resources of public bodies
and government enterprises  (L.R.Q. c. G-1.103).

The development and adoption of this Regulation also rests upon the principles set forth in
the following documents:

McGill University’s Procurement Policy (effective April 2013)

McGill University’s Sustainability Policy (effective May 2010)

McGill University’s Policy on the Responsible  Use of IT Resources (effective April 2010)
McGill University’s Environmental Policy (effective October 2002)

X X X X

Overarching Goals

This Regulation reconciles the management of McGill IT assets with the University’s
Procurement Policy; which includes provisions regarding the identifica tion of procurement
requirements, acquisition and disposal of th e IT assets, as well as the maintenance of
auditable records.

It also supports McGill University’s ambition to  become an institutional model of sustainability
by:

X Optimizing the life cycle management of McGill's IT Assets while supporting the
University’s education and research missions;

x Ensuring the safeguard of data confidenti ality for McGill's IT Equipment users;

X Raising the community’s awareness a  bout the sustainable production and
consumption of IT Equipment;

X Minimizing the negative environmental, economic, and social impacts which may
result from the mismanagement of the institution’s IT Equipment;

x Incorporating, in its ongoing operations, the University’s 4R hierarchy (Rethink, Reduce,
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2. SCOPE

This Regulation applies to all McGill faculty,  departments/and units including self-financed
units, covering all designated IT Equipmen  t owned by McGill University (listed below),
purchased in whole, or in part, with McGill fund s. This includes IT Equipment located at McGill
(all campuses) and/or regularly used off campus for McGill related activities.

The Regulation does not apply to IT Equipmen  t purchased entirely with research funds or
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x Conventional telephones
V. Audio-visual Equipment

X Image and sound recording/storage devices, amplifiers, equalizers, digital
receivers, and speakers designed for use with an audiovisual system (including
televisions and smart boards)

X Sound generation devices

X Projectors designed for use with electron  ic equipment, readers, recorders, and
burners
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planning for future upgrades, considering the latest technologi es, quality and multi-
functionality.

X Reuse: Used IT Equipment shall be redeployed at McGill according to the following
sequence defined by the Chief Information Officer (CIO) and Procurement Services:

1. Internal reuse of whole IT Equipment within  the original faculty, department/unit.

2. Campus-wide or inter-departmental reuse of whole IT Equipment (within the
University, but in another faculty, department/unit).

3. Parts harvesting from IT Equipment for  use within faculty, department/unit.

4. External reuse of whole IT Equipment channelled through McGill’'s Hazardous
Waste Management to the designated cert ified and non-profit refurbishing/reuse
organisation(s) located in the Montreal Metropolitan area (the Refurbisher).

5. External parts harvesting from IT Equipment for the purpose of reusing the parts,
channelled through McGill's Hazardous Wa  ste Management to the Refurbisher.

X Recycle: McGill's End-of-Life IT Equipment sha |l be recycled by the University’s
designated recycling organization(s) located in the Montreal Metropolitan region (the
Recycler). The End-of-Life IT Equipment shall be dismantled for the purpose of material
recovery and disposal in an environmentally and socially responsible manner.

Note: Related Definitions

x Used IT Equipment: is defined as any IT Equipment that is not new but is still functional.
This equipment may or may not meet  the CIO’s Reuse Eligibility Criteria .

X Reuse Eligibility Criteria: The CIO issues annual guidelines of minimal criteria
(age/performance) for the reuse of desktops and laptops at McGill . Used Desktops and
laptops must be assessed based on the Re  use Eligibility Criteria before being
considered for “reuse” at McGill.

x End-of-Life IT Equipment: refers to any IT Equipment that is too damaged, broken or old
to be functional. This equipment should be identified as material for recycling.

6. ROLES AND RESPONSIBILITES

Chief Information Officer (CIO)

The Office of the CIO periodically issues Mi  nimum Standard Requirem ents (functionality,
performance, configuration and warranty) for th e purchase of IT Equipment at McGill. These
requirements are necessary to ensure the longev ity, upgradability and  future reuse potential
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of IT Equipment, and must be respected by all faculty and staff wh  en making purchase
decisions.

The Office of the CIO publishes Reuse Eligibility Criteria which are updated annually. These
criteria serve as guidelines for faculty and staff to determine the appropriate life cycle
progression for used desktops and laptops at McGill.

IT Services, under the direction of the CIO, pr  ovides guidelines regarding the collection and
maintenance of the asset management data, wh ich are required from the Stewards (see
definition below) for inventory purposes. IT Se  rvices shall relay the Asset Management Reports
to Procurement Services on a quarterly basis.

Procurement Services

Procurement Services adopts, communicates an d enforces the necessary procedures and
guidelines for the purchasing of IT Equipm ent at McGill (Purchasing Procedures for IT
Equipment).

Procurement Services applies the CIO’s ~ Minimum Standard RequirementsP t
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managed by the administrative unit usually responsible for the purchase of a given class of IT
Equipment. For example:

x Used or end-of-life (U/EoL) IT Equipment from Category V (audio-visual equipment)
shall be managed by Content and Collaborat ion Services (CCS) in collaboration with
NCS;

x U/EoL IT Equipment from Category Ill (Mobile Communication and Displays) shall be
managed by Procurement Services;

x U/EoL IT Equipment from Category Il (Printing and Scanning Devices) shall be
managed by IT Customer Services (ICS);

x U/EoL IT Equipment from Category | (Personal Workstation Components) shall be
managed by ICS.

End Users
The responsibilities of the End User pertain to the purchase and the use of the IT Equipment:

x End users must adhere to the CIO’s  Minimum Standard Requirements  when
purchasing IT Equipment that will be  used for work on the McGill network;

x End-Users must abide by Procurement Se rvices’ Purchasing Procedures for IT
Equipment.

X They collaborate with their department/fac ulty/unit’s IT Stewards for the proper

PagelOof 14



Hazardous Waste Management is also responsi  ble for documenting the quantities and the
location (faculties, departments/units) wher e U/EoL IT Equipment is collected. Hazardous
Waste Management records must be reconciled or integrated with the pertinent asset
management information and reporting as provid ed by the Asset Stewards and IT Services.

Building Directors

McGill building directors shall ensure that no U/EoL IT Equipment be left in hallways or
discarded in containers. They may remind McGill community members about the sound
management of U/EoL IT Equipment at McGill and encourage people to contact their
departmental IT Stewards for the mana  gement of their U/EoL IT Equipment.

McGill Bookstore

The McGill Bookstore is the University’s primary IT Equipment reseller and plays a role in
facilitating the initial inventory taking of McGill IT Equipment, in collaboration with IT Services.

7. McGILL'S VIRTUAL IT GATE

The sound management of McGill’'s U/EoL IT Equi  pment requires that data containing and/or

valuable equipment (initial purchase price of CAN $250 or more) be tracked from the
moment it is purchased and installed to the mo ment it is finally sent to Hazardous Waste
Management.

A Virtual IT Gate can be imagined whereby no McGill IT Equipment leaves the University
permanently without:

X being accounted for by IT Asset Stewards and Hazardous Waste Management (with
information being maintained and shar ed with the Office of the CIO and
Procurement Services as described above);

X being assessed for proper software licencin g management (by IT Technical Stewards);

X being assessed for potential reuse (by IT Technical Stewards, using CIO’s Reuse
Eligibility Criteria, where applicable); and

X having its data properly sanitized accordin g to Information Security guidelines.

The loss of IT Equipment, the improper disposal of IT Equipment, and the absence of proper
data and software management constitute vari ous forms of system leakage. Faculties (by
virtue of their IT Asset and Technical Stewards ) and the administrative units mentioned under
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the “Roles and Responsibilities” section of this document must help maintain McGill’s Virtual IT
Gate. By doing so, these partners:

X Protect the University’s assets;
X Ensure data security and confidentiality
X Reduce the financial risks associated with faulty licence management; and

X Minimize the health and security hazards that may result from the unauthorized
collection of U/EoL IT Equipment by unsolicited scrap dealers.

8. ENFORCEMENT

The respect of this Regulation (or portions thereof) will be audited on a regular basis by the
University’s Internal Audit Office.

Any violation of this Regulation may result in sanctions applied in a manner consistent with
the University’s applicable Human Resources policies, up to and including termination of
employment.

9. IT EQUIPMENT LIFE CYCLE MANAGEMENT PROCEDURE

The IT Equipment Life Cycle Management Proc  edure provides the step-by-step technical
details for the management of IT Equipment at McGill University from the moment any IT
Equipment is identified as no longer needed, obsolete or too damaged.

10. SCHEMATIC REPRESENTATION OF McGILL'S IT ASSET MANAGEMENT LIFE CYC

The following simplified flowchart serves as a visual tool highlighting the material and
information flows for the management of IT Equipment at McGill in accordance with this
Regulation.

| E
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x Policy on the Responsible Use of McGill's Information Technology Resources
(http://www.mcqill.ca/secretariat/responsibleiseit/ )

x IT Equipment Lifecycle ManagemerRrocedures for IT Technical Stewards
(https://www.mcgill.ca/itsupport/equipmentlifecycleprocedure$


http://www.mcgill.ca/secretariat/responsible-use-it/
https://www.mcgill.ca/itsupport/equipment-lifecycle-procedures
https://www.mcgill.ca/itsupport/min-standard-req
https://mcgill.service-now.com/itportal?id=kb_article_view&sysparm_article=KB0011272
https://www.mcgill.ca/itsupport/equipment-off-premises
https://www.mcgill.ca/itsupport/asset-management
https://www.mcgill.ca/it/files/it/mcgill_university_media_sanitization_guidelines.pdf

